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About IoT Alliance Australia

• Peak industry body for the Internet of Things for Australia

• On a mission to build a better society and economy through trusted, 
accessible real-time data, powered by Internet of Things technologies .

• Four focus areas for greatest impact: IoT for Good, Australian IoT Capability, 
Security and Interoperability 

• 13 workstreams that drive an annual work program that includes education, 
highlighting good practice, producing guidelines and advocacy
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The Fourth Industrial Revolution

• The Internet of Things (IoT) is a system of interworking technologies and it’s 
not standing still

• IoT is the key to digital transformation and the Fourth Industrial Revolution

• 36% of European IT initiatives are focused on expanding IoT (Forrester, April 2020)

• IoT could enable an estimated $5.5 - $12.6 trillion in value globally       
(McKinsey, November 2021)

• Australia’s could increase GDP by 33 - 36% if it fully embraced technology 
and digitisation (CSIRO, December 2021)



“An infrastructure of interconnected objects, people, systems 

and information resources together with intelligent services to 

allow them to process information of the physical and virtual 

world and react”
International Standards Organisation/IEC Definition

IoT – key to Digital Transformation and the 4th Industrial Revolution

Industrial IoT
Consumer IoTInputs

Physical World

Outcomes
Physical World



IoT or IoE is a Value Chain…….

Connected Devices 

•Sensors 

•Actuators

•HDKs

Connectivity Networks

•Edge Computing

•LPWANs

•LTE/5G

•Satellite

•Bluetooth

IoT Platforms

•Cloud Hosted/SaaS

•Device Management

•Security Management

•Systems Management

Data Management

•Integrations

•Reporting

•Analytics

•AI & ML

•Digital Twins

•Meta Verse  

Applications 

•Real Time Asset 
Monitoring

•Smart Cities  

•Tracking & Fleet 
Management

•Digital Metering 

•Robotics

•Automation

End to End Security

IoT– Technology Value Chain



Outcomes empowered through the IoT ecosystem 

McKinsey, 11/21
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IoT– Applies in all sectors  

- B2B and B2C overlap and become circular



IoT is essential for reaching 
NetZero

• Digital technologies such as IoT, AI & 

automation, could help propel 

towards the SDGs by 22% and 

mitigate downward trends by 23% on 

average (Deloitte & GESI, 2019)

• 84% of existing IoT deployments 

address, or have the power to 

advance, the UN's Sustainable 

Development Goals – WEF/IoT 

Analytics

• Smart Grids could alone cut 

greenhouse gas emissions by 3.9 

percent by 2030.(Ericsson Research. 



Australia’s comparative digital capability is falling behind

OECD data shows Australia’s 
ICT share of GVA has fallen 
over the last 25 years;

Australia’s ICT sector is is 
around half the size of 
global peers, ranking at the 
bottom of OECD countries

(Digital Industry Group, 2019)

Tufts University, Digital Intelligence Index (Chakravorti et al., 2020)

• Australia is classified as a “stall out” economy based on the 
• Although Australia enjoy a high digital evolution state (Rank: 17 out of 

90 economies), it exhibits slower digital momentum (Rank: 88 out of 
90). That is, Australia is highly developed and has a mature digital 
landscape but still has less momentum.

Harvard Economic Complexity

IMD 2022  Competitive Index

87



IoT– the barriers



Technical barriers to higher adoption/maturity
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Interoperability and 

standardisation challenges

Lack of interoperability between systems 
and cross-sectoral integration of smart 
data (Deloitte, 2020)

Lack of agreed uniform international 
standards leads to inability of sensors, 
machines & software produced by 
different global vendors to seamlessly 
exchange data in real-time (PwC, 2018)

Cybersecurity threats and 

issues

Half of global IT decision makers (52 

percent) feel external attack is the greatest 

threat to their IoT systems, and shockingly, 

84 percent have already experienced an 

IoT related breach. The most common 

breaches were a result of malware (49 

percent), spyware (38 percent) and human 

error (38 percent).

Cost and complexity of IoT 

system enablement

94 percent of global IT decision makers 

claim they are facing barriers to creating 

new business value through IoT, with cost 

of implementation (50 percent), 

maintenance (44 percent), and integration 

of legacy systems (43 percent) being key 

issues (Hewlett Packard Enterprise, 2016)

These technical challenges are well documented and 
understood, and are being worked upon 



Organizational barriers to adoption/maturity

Digital awareness gap among 

business leaders

In 2019, 46% of executives lacked knowledge 

of skills needed for I4.0. Twelve months later, 

only 10% of CXOs had made progress in 

understanding what skills are needed in the 

future (Deloitte, 2020)

Limited industry-scale for 

ecosystem implementation 

Struggles in achieving partner collaboration 
needed to drive larger scale IoT solutions 
(PwC, 2018)

Industry fragmentation hinders creation and 
deployment of ecosystems spanning many 
domains (Frost & Sullivan, 2018) 

Consumer trust and data 

security concerns

45% believe that security & privacy concerns 
have held back consumer adoption. 37% say 
these concerns have discouraged their 
companies from pursuing IoT (EIU, 2020)

With more connected IoT assets, threat of 
cyber attacks increase (Forrester, 2020)

Skills gaps and struggles in 

businesses 

Concerns about workforce readiness for I4.0: 
only a fifth of executives think their 
organizations are ready (Deloitte, 2020)

Businesses struggle to find employees with 
STEM skills (Digital Industry Group, 2019)

Lack of alignment between IoT 

and business strategy 

Only 16% agree that their IoT use has been 
informed by an overarching strategy (EIU, 2020)

Despite an overemphasis on technology, the 

real challenge is in articulating how to derive 

more value from IoT for customers and 

businesses (Forrester, 2020)

Beyond the technical realm, companies struggle to define 
how IoT solutions integrate into their business model 

Resistance to digital 

transformation

Corporate cultures, unions and possibly the 
supply chain may resist the required large-scale 
structural change (PwC, 2018)

‘Curse of incumbency’, the difficulty of  
organisations to disrupt themselves, due to 
leadership and capability gaps (PwC, 2018)



Regulatory barriers to IoT adoption/maturity
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Incentives and support for 

innovation 

National leadership, investment and 
targets in areas where Australia wants to 
lead.

Need for consistency with international 
standards in areas such as copyright law, 
and need for clarity in incentive structures 
& tax breaks e.g. R&D tax incentive for 
software development (Digital Industry 
Group, 2019)

Issues related to data 

privacy, sharing and digital 

sovereignty 

Ethical concerns regarding transparency 

around what data is being collected and 

what it is being used for (PwC, 2018)

Gaps in policy and legislation raising 
questions of trust, privacy, data ownership 
and sharing among consumer and 
businesses (McKinsey, 2017)

Digital talent, skills and 

capability gap 

Need for system-wide development of new 

skills and enhanced capabilities necessary 

to thrive in an IoT era (ACOLA, 2020)

Resistance due to the potential negative 

effects that I4.0 technologies may have on 

the workforce, and the need to focus on 

creation of new jobs and employment to 

benefit the workforce (Deloitte, 2020)

IoT adoption is introducing new complexities in employment, 
consumer privacy, data sharing and other legislative grey areas



IoTAA Reference Framework

IoTAA - www.iot.org.au
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